Abstract. Fast developing network puts forward more complex requirements for detecting traffic abnormal behavior, but many existing methods cannot effectively curb the harm of botnet. This paper proposed a botnet detection method based on multidimensional permutation entropy and clustering variance. According to the traffic characteristics in the propagation period of bots, we used multidimensional permutation entropy to calculate the complexity of time series of network traffic, and then used cluster variance to detect the self similarity of permutation entropy model, finally the results proved the validity of this method. This method is based on the general characteristics of botnet, so we can detect all known and unknown botnets.
Introduction
Today, we need a more complex approach to detect abnormal traffic in high-speed network. Botnet is recognized as one of the most complex forms of attack. Attackers could attack the target easily and quickly through the zombie hosts , as shown in Figure 1 . In recent years, with the large-scale proliferation in network, botnets have become the biggest problem of network security in China, and the detection of botnet is a top priority. In order to understand the botnet better, we find out that the botnet life cycle consists of four parts: propagation, infection, command and control, attack. If we want to further reduce the harm caused by botnets, the defense methods should be arranged during the propagation period as far as possible. During the propagation period, the bots communicate with common protocol, the bots flow is hidden in the normal flow, and rate is low, time is short, so it is difficult to detect the botnets with communication characteristics only. A network may include multiple types of botnets, if only detected by one or more botnet features, there will be a missing report. The mutation and evolution of botnet is very fast, how to detect all existing botnets is the focus of current research. 
Related Work and Analysis
The present work mainly focuses on the following aspects. Document [1, 2] proposed a behavior analysis based detection method, but during the botnet propagation period, the communication data between the bots is hidden in a large scale normal, it is difficult to obtain the rules of behavior, if wait until an attack occurs, it is difficult to avoid the losses caused by botnet and can not detect in real time. According to the characteristics of a specific botnet, document [3, 4] proposed a detection method with good results, however, only the known botnet can be detected, and not all botnets can be found when a new botnet type is presented. Document [5, 6] proposed a log based detection method. It is impossible to detect the presence of botnet before the attack, and can not avoid the losses caused by botnets.
In order to combat the known and unknown botnets and reduce the losses caused by botnets, we proposed a method based on multidimensional permutation entropy and clustering variance, the main contributions are as follows:
(1)According to the inherent characteristics of botnet, the multidimensional permutation entropy was introduced into the complexity domain of network traffic time series, the influence on the permutation entropy was calculated by the data communicated between the hosts; (2)Combined with cluster variance method, the influence of self similar sequence of multidimensional permutation entropy on Hurst exponent was judged. This method could detect all known and unknown botnet effectively, experimental results showed that this method had higher detection rate and able to detect real-time.
Botnet Detection Method
To analyze the life cycle of botnets, at the time of propagation, hosts which have been infected by bots will actively seek and try to infect other hosts with security vulnerabilities through various methods (such as worms, spam, SSH connections, etc.), at this stage, a large number of new packets are added to the network (such as lots of attempt to connect data packets and connection failed packets). There are many types and variants of bots, they use common protocols for packets delivery usually, therefore, this method does not distinguish the packet protocols, we could compute the time series complexity of all packets, and judge whether they are abnormal or not. The specific process is shown in Figure 2 . 
Multidimensional permutation entropy
There are two main methods for detecting time series: linear method and feature-based method. Burstiness is one of the characteristics of network data, so single linear method cannot be used to detect communication time series between different hosts. In this paper, the feature based method was used to detect, we selected PE (Permutation Entropy) as the key feature to represent the complexity of the time series, because the permutation entropy can not only compare the variable length time series, but also resist the noise in the signal, these problems are very common in network data acquisition.
Given a time series , the sequence is reconstructed by embedding delay theorem , When m>=2, the permutation entropy PE can be defined as the possible distribution of entropy P [7] , use the following formula: , is a collection of all m dimensional sequences. The content of PD mainly depends on the choice of the embedded dimension, too small embedded dimensions limit the representation of the distribution, and too large embedded dimensions dilute the estimate of the distribution. We used the MinE(Minimum Entropy Heuristic) to automatically select the most representative embedded dimensions, MinE selects the embedded dimension with the lowest average and makes the PE normalized, use the following formula:
, and , is a set of embedded dimension distribution of m, .
Cluster variance method
In real environments, network traffic has the characteristics of LRD (Long Range Dependence), and the self similar model can describe this property best. In self similar model, the Hurst index estimation method can best reflect the self similar characteristics [8] , the detection is rapid and does not need to study beforehand, thus avoiding the error of training samples. In this paper, the method of cluster variance is used to analyze sequence PE( ).
The sequence is divided into K data groups which length is l, and the aggregated sequence is obtained by calculating the average of each data group, , the n-order central moment is , and conform to the following formula:
. By calculating the slope of the curves of and n, the values of the Hurst parameters can be obtained.According to the method of cluster variance correction proposed by [9] , this paper takes n=40.
Experiment and Analysis
This section showed the experimental results and analyzed them.
Experimental environment
This method can detect all known and unknown botnets, so we choosed mixed botnet structure as experimental environment. The specific experimental topology was shown in Figure 3 , including 3 C&C servers, 3 hosts had been infected with bots (PC1, PC6, PC11), and 12 normal hosts (PC2-5, PC7-10, PC12-15). 3 C&C servers had already installed data analysis tools and enabled routing capabilities, PC1, PC6, and PC11 had installed the central structure zombie program BlackEnergy, and the P2P structure zombie program Storm. 
Network traffic detection
The first was the collection of malicious data set of botnet behavior, the malicious data set came from the experimental environment after the bots were added. To observe the changes of network traffic, there was no botnet packet in the initial stage, so the network traffic was relatively small, the number of packets increased after the bots launched because it was being spread. As shown in Figure 4 , this curve described the current network traffic. From the increasing traffic, it could be seen that the two different types of bots installed in the experiment were already in the propagation phase.
Permutation entropy experiment
The parameters of the multidimensional permutation entropy were determined by the aforementioned heuristic algorithm. In this paper, the embedded dimension of the value of m was 3, the time delay value was 1. The permutation entropy of network packets usually fluctuated in a small range, however, once the bots were started, the permutation entropy would fluctuate greatly with the increase of packets. This showed that the complexity of the network traffic time series had increased, as shown in Figure 5 , which described the permutation entropy calculated according to the current network traffic. 
Cluster variance experiment
The greater the value of the Hurst index, the higher the degree of self similarity of the network, and the typical self similarity Hurst value is 0.72. Therefore, this paper used 0.72 as the threshold for the occurrence of abnormal network. When the Hurst exponent of the calculation result was less than 0.72 for the first time, the network can be considered to be abnormal. After a period of attack, as the network traffic continued to increase, the Hurst index would gradually rise to above threshold and assume a stable state, at this moment the attack was still going on.When the botnet packets were cleared, the network traffic decreased, the self similarity would decrease, and the Hurst index decreased again. At this point, the network environment should be considered normal. As shown in Figure 6 , this curve described the Hurst exponent calculated according to the current network permutation entropy. From the experimental results, it could be seen that the difference between the time of detecting the network anomaly and the actual time of the botnet packet transmission was not more than 5s, and the detection rate was 95%.
Conclusion
This paper proposed a botnet detection algorithm based on multidimensional permutation entropy and cluster variance, through the common characteristics of botnet propagation in the initial stage, the complexity of network traffic time series was described by permutation entropy, then the Hurst index was calculated by cluster variance method, and the anomaly in network was judged. Experimental results showed that this method could detect all kinds of botnets and had better detection results.
